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SMB 
SECURITY 
TRENDS

Lack of end 
user training 

Spam/phishing 
emails 

Research was conducted between December 2019 and January 2020 by Opinion Matters ©. 
The survey was sent to an independent panel of 1000 US-based IT managers, IT directors, CISOs in companies with 1-500 employees.

Biggest IT security challenges

47% 42% 41%

35% 28%

Keeping 
data secure

Preventing
data loss

Employee security 
awareness

Growing security 
attack complexities

Threat 
visibility 

Top 5 IT security products/services used by SMBs

Malicious websites/
web ads 

The most ransomware 
infections came from

How do you buy IT security products/services?

Product effectiveness

Online reviewsPrice 

Brand reputation 

Internet research

Top 5 buying decision influencers

Buy through a Managed Services Provider (outsourced IT)

Buy directly from Vendor online 

Why buy this way?

www.vipre.com

The survey was sent to an independent panel of 1000 US-based IT 
managers, IT directors, CISOs in companies with 1-500 employees.

The survey results offer a glimpse into the priorities that shape SMB 
purchase decisions. 
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Anti-Virus/Anti-Malware Software1

Password Protection/Management2

Web Security (DNS, Content Filtering) 3

Backup & Disaster Recovery4

Email Security (Anti-Spam/Anti-Malware/Sandboxing)5

50% 48% 46%

Trusted advisor/ 
relationship

Ease of 
purchase

Best price
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