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When it comes to today’s threat landscape, IT 
professionals can be forgiven for muttering their 
favored imprecations, followed by a frustrated, 
“Now what?” The current onslaught of cybersecurity 
exploits targeting businesses is characterized by a 
stunning variety and velocity that have never been 
seen before.

So it’s no surprise that SMBs are devoting even more care and 
thoughtfulness to their decision-making processes when choosing 
endpoint security solutions. To gain greater insight into these 
purchasing decisions, the research firm Opinion Matters® surveyed 
an independent panel of 1,000 US-based IT managers, IT directors 
and CISOs in companies with 1-500 employees.

Conducted between December 2019 and January 2020, the 
survey posed 10 questions about topics including the respondents’ 
preferred IT products/services, their most pressing security 
challenges, factors driving their buying decisions, and what 
security products they anticipate purchasing in the next 24 months.

The survey results offer an enlightening glimpse into the priorities 
that shape SMB purchase decisions. Getting maximum protection 
for the best price are obvious goals any company would pursue, 
but the respondents also indicate a strong preference for security 
solutions that combine easy-to-use data loss protection with the 
benefits of working with a trusted vendor partner.
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The survey made it apparent that superior threat protection and affordability are not enough to satisfy the data security requirements of the respondents; 
the ease of deploying a security solution, the need to educate users about potential threats and the importance of working with a trusted partner all play 
key roles as well.

Password protection/management is a strong priority for all of the respondents, and digging deeper into their company profiles reveals that smaller firms 
(under 49 seats) are particularly interested in password security capabilities.
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PURCHASE CRITERIA GOES BEYOND PERFORMANCE, PRICE

Top 5 IT security products/services used by SMBs

4

1



 SMB Cybersecurity Purchasing Trends  | 4

BIGGEST IT SECURITY CHALLENGES
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Asked to choose up to three challenges, the survey participants put data security in first place by cumulative votes,  
but in terms of being most frequently selected as the #1 challenge they face, data loss/information leakage took the top 
spot. This suggests end user actions/behaviors that inadvertently expose data to cybercriminals remain a major concern.
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CAUSE OF MOST RANSOMWARE INFECTIONS

These responses highlight the need to educate company staff 
on ways to identify potential ransomware threats, but also the 
need to implement security solutions that are easy to deploy, 
configure and manage. The best protection tools in the world 
will often be ineffective if they are difficult to use.
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TOP 5 BUYING DECISION INFLUENCERS

The top two influencers are as expected, but note the weight the respondents give to working 
with a trusted brand; SMBs understand that cybersecurity is an ongoing effort, and consistent 
support from established solution vendors helps SMBs strengthen those efforts.
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PREFERRED WAY TO 
PURCHASE IT SECURITY 
PRODUCTS/SERVICES

As many SMBs are under increasing pressure 
to boost productivity while dealing with strict 
budgetary constraints, it makes sense they 
would prefer the efficiency and convenience of 
purchasing their security products online from the 
solution vendor, or through their existing MSP.
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These responses are compelling, highlighting the 
importance SMBs place on the reputation and 
credibility of the solution vendor. Asked to choose all 
responses that apply, the survey respondents (across 
every company size in the survey) chose “trusted 
advisor/relationship” as their #1 priority. This shows 
they clearly value the long-term benefits they will gain 
from a trusted advisor/partner.
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VIPRE is a leading provider of internet security 
solutions purpose-built to protect businesses, 
solution providers, and home users from costly 
and malicious cyber threats. With over twenty 
years of industry expertise, VIPRE has one of 
the largest threat intelligence clouds, delivering 
unmatched protection against today’s most 
aggressive online threats. Our award-winning 
portfolio of protection includes comprehensive 
endpoint, email, user and network security 
with threat intelligence for real-time malware 
analysis. VIPRE solutions deliver easy-to-use, 
comprehensive layered defense through cloud-
based and server security, with mobile interfaces 
that enable instant threat response. VIPRE, a 
subsidiary of J2 Global, Inc., is headquartered 
in Florida and operates globally across North 
America and Europe. www.VIPRE.com


