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CYBERSECURITY TRAINING IS CRITICAL TO REDUCING THE 
GROWING RISK OF CYBERATTACKS IN SCHOOLS 
Dramatic changes have reshaped the way educators, administrators and students teach, 
work and learn. Technology is now the critical link between more diverse educational 
environments as schools, colleges and universities balance coursework between in-person 
and hybrid models. Meanwhile, cybersecurity risks are growing in frequency and complexity, 
and compromises in data privacy can directly impact teachers, staff and students. Crucial 
technologies like computers. websites and educational software are double-edged swords, 
providing convenience and vulnerability. 



“Nearly sixty percent of educators and administrators say 
they aren’t sure or haven’t received new cybersecurity 
initiatives or training for remote learning, despite 78% of 
educators saying they’re currently utilizing some type of 
online learning.”1 

EDUCATORS & STUDENTS 
ARE AT RISK 

Cybersecurity is a rapidly growing area of 
concern for educators, administrators and 
students worldwide. With the drive to online 
classes and bring-your-own-device policies, 
there are many opportunities for cybercriminals 
to steal personally identifiable information (PII), 
passwords and other institutional data. 

Educational institutions are susceptible to 
cybersecurity threats mostly because of the 
number of devices they manage, the diversity in 
operating systems, and the lack of cybersecurity 
awareness training. Cybersecurity experts 
around the world have recommended that all 
educational institutions establish a cybersecurity 
team of their own, as well as implement some 
key best practices to ensure safety and privacy, 
but according to a recent Morning Consult IBM 
Security Education Ransomware study, that has 
not happened at many institutions. 

54% 
of educators don’t know 
or have not received basic 
cybersecurity training 

Security awareness training provides education 
that helps people be more aware of why they 
should be wary of unprompted messages and 
reinforces the need to practice established  
cybersecurity protocols. Regular security training 
helps users be more familiar with how they can 
protect their devices from ransomware and 
eliminate habits that can make them susceptible 
to cyber attacks. 

Some educational institutions offer one-off 
training which might be sufficient to make them 
feel better about at least having something 
in place; however, a comprehensive security 
awareness program takes it one step further 
and enables organizations to instill security best 
practices which help users develop routines and 
habits that support a good security posture. 

66% 
of educators and 
administrators are 
concerned about personal 
data of educators being 
compromised 

What is Cybersecurity Awareness For 
Educational Institutions? 
Cybersecurity awareness training is important 
because it teaches students and staff how 
they can protect themselves and their school 
from cyber-attacks. Training courses promote 
awareness of phishing scams, malware, 
ransomware, and other computer threats. 

Cybersecurity awareness for schools also 
includes teaching awareness related to 
the threats and risks that come with using 
technology. It teaches students and faculty 
how to use technology safely and responsibly. 
It also educates them on what to look for in 
questionable email solicitations and provides 
guidance if they do come across suspicious 
activities. 

VIPRE Security Group offers a comprehensive 
training program that helps prepare staff and 
students for addressing cybersecurity threats 
and other security challenges. 



REDUCE RISK, INCREASE 
SECURITY AND PROTECT 
YOUR STUDENTS 
VIPRE Security Awareness Training (SAT) is 
an easy to use, cloud-based learning solution 
that builds practical, cost-effective security 
awareness for school staff and students. The 
content featured in each VIPRE SAT course 
has been developed to teach users to keep 
security top of mind in everything they do and to 
empower them to be the best defense for their 
organization’s cybersecurity infrastructure. 

Simply choose the package that best fits your 
organization’s needs: 

Essentials 

• Prepackaged, turn-key automated SAT 
program 

• Pre-set schedule consisting of quarterly 
courses, reinforcing ‘micro-learning’ courses, 
and bi-monthly phishing tests delivered to all 
users 

• Aimed at smaller organizations (<50) 

• Minimal overhead, lower price point, no end-
user customization required 

Advanced 

• The convenience of a pre-packaged 
automated SAT program combined with 
access to the PhishProof tool for phishing, 
Vishing, and SMiShing 

• Precurated schedule of security awareness 
material designed for optimal learning 

Enterprise 

• Access to the full library of SAT courseware 
and the PhishProof tool 

• Schedule template reflecting that of the 
Advanced package will exist (our ‘optimal’ 
delivery) as a starting point, but the 
administrator has the ability to populate the 
schedule with whatever courses they need 
according to their desired schedule 

Essentials Advanced Enterprise 
Initial Security 
Assessment 

✔

4 

2 

6 

6 

N/A 

N/A 

N/A 

N/A 

English, Norwegian, 
Swedish, Danish for all 

courses 

Quarterly 

✔

7 

6 

13 

Unlimited 

Credits equal to the 
number of users per 

year. These can be used 
over a non-fixed number 

of campaigns. 

Credits equal to the 
number of users per 

year. These can be used 
over a non-fixed number 

of campaigns. 

Unlimited 

N/A 

English, Norwegian, 
Swedish, Danish for all 

courses 

Bi-monthly 

✔

Full Catalog 

Full Catalog 

Full Catalog 

Unlimited 

Credits equal to 3 x 
number of users per 

year. These can be used 
over a non-fixed number 

of campaigns. 

Credits equal to 3 x 
number of users per 

year. These can be used 
over a non-fixed number 

of campaigns. 

Unlimited 
✔

English, Norwegian, 
Swedish, Danish for 
template curriculum; 

varies for the rest of the 
catalog 

Bi-monthly (can be 
freely modified) 

Full Courses Available 

Micor-learning Modules 

Total Courses 

Email Phishing 
Simulations 

Vishing Simulations 

SMiShing Simulations 

USB Baiting 

Integration APIs 

Languages 

Default Template 
Schedule 
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Peers in the educational field, report an 
average 98% customer satisfaction with 
VIPRE SAT deployment. 

WHY CHOOSE VIPRE SAT? 

Superior Content 

• Enterprise quality content for organizations 
of all sizes 

Security Awareness in a Box 

• Perfect balance of phishing and behavioral 
remediation to identify at-risk users 
through on-going simulations and continual 
reinforcement of best practices 

Simple Reporting 

• Automated reports provide quick insight as 
to how well teams are doing to reduce risk 
and build a cyber-secure workplace 

Automated Deployment 

• Automated deployment model delivers 
maximum impact with minimal 
administrative effort as phishing simulations 
are rolled out in a periodic drip style 
campaign 

Integrated Phishing Sims 

• Automated phishing simulation included 
in all packages provides monthly reports 
on how users are improving and helps 
demonstrate ROI 

Effective and Concise Delivery 

• Easily consumable, time-conscious and 
proven topics enable users to develop core 
security awareness practices in a minimal 
amount of time 

Trust an experienced, world-class security 
brand that aligns with your needs 
With over 25 years of security leadership, VIPRE 
Security Group has built an extensive knowledge 
base of technical experience. We also utilize the 
latest technologies such as machine learning 
and behavioral analysis to stay ahead of the 
curve. Our award-winning support teams 
partner with you to deliver comprehensive 
security solutions that are proactive in managing 
your specific cybersecurity needs. We keep 
you ahead of hackers by predicting trends, 
proactively updating our tools, and educating 
you on the latest threats. 

1 https://filecache.mediaroom.com/mr5mr_ibmnews/189762/IBM_Embargo%20Feb.%204_6%20AM%20ET_IBM%20Education%20 
Ransomware%20Study.pdf 

DISCOVER CYBERSECURITY TRAINING THAT EMPOWERS 
EDUCATORS, ADMINISTRATORS AND STUDENTS 
With rapidly changing environments and alarming escalations in the threat landscape, 
there’s no better time to partner with VIPRE Security Group. VIPRE delivers security 
awareness training that tackles today’s most critical challenges with creative, engaging 
content to minimize risks. 

FOR MORE INFORMATION visit www.VIPRE.com or 
call +1-855-885-5566 or email: sales@VIPRE.com. 

http://www.VIPRE.com
mailto:sales%40VIPRE.com?subject=
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