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The power of threat intelligence

VIPRE Security Group puts 25+ years of threat intelligence to VIPRE ThreatIQ
work for you

Why do you need a threat intelligence solution? If you’re like most of our

customers, you need another line of defence to protect the networks you maintain

from outside attackers. This means knowing more about those attackers, where 6 ° 5 M
they come from, and how they hope to break in. But you can’t figure this out VIPRE

all on your own, that’s why you need a threat intelligence solution with global endpoints

reach to collect everything known about these kinds of attacks and to share that

information with you.
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VIPRE ThreatlIQ utilizes artificial intelligence and machine learning to discover 3 8 K ‘a~
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new, never-before-seen threats via our VIPRE ThreatAnalyzer forensic platform. lient @
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We use it, and you should too because today’s attackers use a wide variety

of sophisticated techniques including drive-by websites, phishing e-mails,

advanced malware, and network exploits to get in and then propagate within your G l.O bal network
of honeypots, Dark Net

scanners & web crawlers

environment. Blocking one of these vectors is not enough—you need to know how
an attacker might combine various techniques and what else to look for if you see

one of them in use.

ThreatIQ’s intelligence provides this knowledge: it can help you detect when VIPR E Th reatIQ
malicious websites are visited, when malware is attached to e-mail, and when

compromised systems in your environment might be reaching out to get the next

tool in the attacker’s exploit kit. And once you’ve found one of these indicators, we
can show you other indicators of that or similar attacks so you know what to look 1 M
for in your environment. We provide the core advanced threat indicators as part of samples

our intelligence service and we also show you how different kinds of indicators are (files, URLs, etc.)

connected and used by real-world attackers. 80 K
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When considering any threat intelligence service, you want to know that it can scanning

catch the broadest range of threat indicators — malware files, URLs, IPs, domains,

and the like — and that it will know about as much of the global threat environment 2 50 K/2 ° 5 M

as possible. To do so, any threat intelligence solution worth its salt must gather malicious/risky

raw data from a broad variety of sources: open source feeds, industry partners, threats

internal sensor networks, the dark web, etc.
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Reliable data driven by machine learning detection capabilities

There are many threat intelligence feeds on the market, but VIPRE’s ThreatIQ shines

by producing unique data not known by other vendors, verified by independent testing.

Collecting a massive amount of threat data is necessary, but not sufficient. If that data Trojans 264M
isn’t reliable, you’ll end up spending your time chasing false positives and low-risk threats.

ThreatIQ solves this problem by re-validating all the raw data samples it receives and doing Viruses 169M
complete deep behavioural scanning of the most relevant and risky samples. We have a

massive automated pipeline that processes over a million new samples daily and feeds into Dowloaders 129M
a database with billions of categorized, ranked malicious samples which are then used to

generate our threat intelligence and machine learning-driven detection capabilities. Worms 74M
This approach ensures that the intelligence you get from ThreatIQ covers the broadest Encryptors 73M
range of potential threats, without extra junk in that dataset to distract you from the real

risks. Spyware 41M
More metadata! Adware 88M
On top of our massive database of threat indicators, we provide reams of additional Behaviour 109M
metadata, links, and historical information. So if you find a potential threat you can

quickly determine if this is a new threat, what other attack vectors might be leveraged Unwanted 178M
by this threat, and a comprehensive set of additional threat indicators to look for in

your environment. So if an attacker hits you with a drive-by website you’ll be able to Generic/ 324M
identify and find their dropper, connections to additional download sites, and the other Other

malware components they attempt to pull down. URLs 100M

Easy to use

All the threat intelligence in the world doesn’t help you if you can’t use it. That’s why
ThreatIQ is built on a simple, easy to use, flexible set of REST APIs that make it easy to

ask us about any potential threats you see — individually or in batches.

Flexible integration

Query our interactive APIs or bulk-download threat data according to your needs,

ThreatIQ can integrate with dozens of security solutions to enhance protection.

Why Choose VIPRE?

VIPRE Security Group puts more than twenty years of advanced security intelligence, cutting-edge machine learning, real-time
behavioural analysis, and a comprehensive threat intelligence network to work defending against known and unknown attacks. Our
comprehensive approach to email security is suitable for all security professionals providing what you need when you need it. Build
a layered defence against today’s most prevalent malware threats. Secure your endpoints, email, network, and user from emerging
threats like viruses, Trojans, rootkits, exploits, spyware, malicious websites, phishing attacks and more. www.VIPRE.com
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