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Email Analytics Remote Browser Isolation ThreatAnalyzer Threat Explorer
Comprehensive visibility into email Advanced tools and intuative UI Perform a deep analysis of any Investigate suspicious attachments,
threats and high value security to quickly and easily investigate discovered files/ URLs safely in a spot patterns, and drill down into
information - enabling you to swiftly any suspicious URL - in a real time, ‘Sandbox’ — a virtual machine in the each threat.
drill down an investigative path to isolated sandbox. cloud - and understand if they are

relevant data and detail. malicious or not.

) @ N

Email Remediation Advanced Policies Continuity

Enables administrators to remove a An extremely flexible, preventative If email services are disrupted, users
malicious, or otherwise suspect email tool, enabling administrators to have access to a rolling 90 days of
from a user’s inbox even after it has customize almost every aspect their personal email traffic and can
been delivered. of the VIPRE ATP service to the use the VIPRE ATP Continuity Portal
organization’s requirements. as a webmail service to send and

receive emails.
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VIPRE Email Security Advanced Threat Protection (ATP)

VIPRE ATP Process

Pollcy Explorer

VIPRE Email Analytics sits above the flow, -
= In-umnllﬂl(llll"'ﬂ"nl

and presents all the events in a timeline

Malicious content
quarantined

URL is rescanned
and sandboxed

each click-time

Malicious content
blocked and user
re-educated

Inbound

emails Found clean Mail-server End user

Links rewritten

[TITRC)

Email e ( Futur'e cIi'ck—time
Remediation o \\% & revalidation
Il |

Attachments sandboxed

| /i\ | | |

| B I || |
U

| VIPRE ATP provides deep insight into the Malicious attachments || RBl is a tool for admins, initiated | | The full VIPRE Email Security scan is not |
events within the sandbox environment quarantined from the VIPRE Email Analytics dashboard pictured, but takes place within this area

PAST ‘ PRESENT ‘ FUTURE
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VIPRE Email Security Advanced Threat Protection (ATP)

Link Isolation (End-User Experience)

Link Isolation is a powerful solution that protects users by neutralizing malicious URLs in emails and their destination web pages.

It utilizes advanced sandboxing technology, while simultaneously educating users about the dangers of clicking links in emails.

End-users no longer receive malicious URLs in When the safe link is clicked, the user is The user is either safely redirected to the original website
emails. Instead, VIPRE ATP replaces the URL presented with a Link Isolation progress page as or is presented with a block / warning. Specific reasons for
with a safe link, protecting the user. the contentis dynamically scanned the caution are displayed, and the user is issued an
(see next page: ‘Link Isolation Process’) educational video on cybersecurity.

I (i 8 0 = 0}
Reply Reply all Forward Delete Print Junk Archive Mark More

o

4y Simplycom

@ URLin email Potentially Harmful URL blocked

Compose
From Jack Garnsey <jack.garnsey@vipre.com> on 24.08.2023 16:00 You need to stop going to these pages! This s the block page template
¥ Details Headers = Plain text
] =
] e Get smart on
Mail . . Known Malicious URL security.
https://url6.mail net/scanner?m=1qZAsb-000ANI-4T&d=4%7Ccustomer%2Fmail%2F2 Scanning link for threats... This URL has been associated with the following activities: miner, malware and
202
= 4T%7Cin6h%7C57e1b682%7C27744368%7C12878048%7C64E76269A03D43411CB5131C5834 L a ify
Contacts @ Verifying link Verifying content emails before you
o ch the video to learn
& Regards, £+ Expanding link Extracting page features Malicio Famt
Settings Jack Garnsey | Product Manager | VIPRE Security Group Connecting to server Verifying features  Contains a crypto mining script  Page refers to known malicious Phishing Defense

urls)

Loading page Scan complete

Jjack.garnsey@yipre.com | www.vipre.com Best Practices:
O: +44 800 093 2580

Linkedln | Twitter | Facebook

V/ VIPRE

SECURITY GROUP

* Use set timeout

Link Details

http://malware.wicar.org/data/js_crypto_miner.html

V/ VIPRE

EMAIL SECURITY
without

« Toa ing phished,
always think before you click.

This email, its contents and attachments contain information from Ziff Davis, Inc. and/or its affili

copy. distribution or use of the contents of this message is prohibited. If you have received this ¢|

If you think this is an error, you can report it.

(1D:1q2Asb-000ANI-4T)
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VIPRE Email Security Advanced Threat Protection (ATP)

The process behind Link Isolation embodies VIPRE’s efforts to interconnect the various components of the software seamlessly

and comprehensively. The following infographic illustrates the extent of our security inspection on emails even after delivery.

Features extracted for analysis

. JavaScript flow manipulation )
(Cross-site scripting etc. Code can be LIVE THREAT
. : scanned and executed when isolated) MONITOR
. Navigation flow manipulation J
(f\b As the_ pageis rend_ered’ th_e (Presence of redirections or deviations
foIIowmg happens in real time: from normal navigation patterns)
. R ( (YL )
Network requests and Location hints . - o SECURITY
: (Does geolocation information match context?) B
responses are monitored = ALERTS
URL is opened in Visual heuristics (Visual spoofing of other \ )
a remote browser All web page objects are companies, pop-ups, suspect ads, etc)
in the cloud, ‘crawled’ effectively extracted on_d Form and type extraction (How is data - N\
and analyzed. downloaded for analysis collected and processed?) [=—— VIPRE ATP
A% |
Actions taken by JavaScript Form submission heuristics (Identify REPORTS
d it Yy d [ vulnerabilities, security issues/risks) \ )
code are monitore
Online document recognition (Scan docs
for known viruses, embedded links. e N
Checking metadata for authenticity) F/\-'l
T 1>\ FORENSIC
- Title, page, document heuristics INFORMATION
: (Keywords, urgency, etc.) )
HEURISTIC STATIC ZERO HOUR
ANALYSIS ANALYSIS THREAT Domain heuristics (Reputation, who is
OUTBREAK information, age of domain, SSL

DETECTION

. certificate etc)

06 ?/ VIPRE
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VIPRE Email Security Advanced Threat Protection (ATP)

Link Click Analysis

With VIPRE ATP, links that have been clicked by end-users can be analyzed in an easy to use, interactive dashboard.

See how many suspicious links are being clicked by your organization, what threats you are subjected to and who your most vulnerable users are.

c00-0

:g°§g Identify patterns, including repeat offenders, common links and senders.
+ OO0 o

Dive deeper and drill down into a specific link - details of the email and the reason for the block can be quickly accessed.

DASHBOARD

ANALYTICS Link Click Analysis From Sep4,202310:06 to Oct4,2023 10:06
S e Search Events (e, URL: "hitp:/example.com” AND "Link Clicker" user) a Links that are clicked are categorized in one of the following ways:

THREAT TREND

Threat Explorer

Policy Explorer

P (T—— Malicious - Items categorized as malicious are known malicious sites.
CUSTOMERS
POLICIES D;‘;nk r Suspect - Items that have been identified as suspicious sites,
SERVICE SETTINGS ;g'ig;‘: iﬁ":‘:ms .
o 1% ' possibly unknown threats.
Standard

TOOLS SEP4 SEP6 SEP8 SEP10 SEP12 SEP14 SEP16 SEP18 SEP20 SEPZZ.!E"ZA SEP 26 SEPZB.?(P}D 0CT2 ocC... . o

Spam - Items that have been identified as spam based on your

Found 5 matches

configured policies.

2023-10-02 09:59...  jack@garnseynet... jack.garnsey@vip... ® http://www.nfl.com Deny: URL M Blocked
2023-10-02 09:58...  jack@garnseynet... jack.garnsey@vip... DEEPLINK  http://malware.wicar.org/data/js_crypto_miner.html  Malicious: URL M Blocked
o .. Allow v
&=8 Malicious: URL DETECTED BY DEEPLINK
: Deny v
URL http://malware.wicar.org/data/js_crypto_miner.html Launch Remote Browser [ VirusTotal (£
. . Report as False
Domain malware.wicar.org : -
: Positive
User Jack Garnsey | jack@garnseynet.co.uk User IP: 208.70.129.178

User Agent: @ Microsoft Edge 117‘0.2:045.36

Screenshot ClasSIICAEION, MINEr, MAWAIE, PUR L L L L oottt URL
Threats Application.CoinMiner.AY

. ) - URLSs can also be reviewed via the safety
Malicious * Uses setTimeout « Page refers to known malicious
—| Features  Has redirects done by the url(s) of VIPRE’s Remote Browser Isolation
content of the page « Contains a crypto mining script
* Has HTTP redirects
EA Email Details Safe Preview
- Quickly see & review a static image of the site
Sender jack.garnsey@vipre.com
Rereived 7073-0R8-74 15-00-00 Sithiects 1IRI in email
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VIPRE Email Security Advanced Threat Protection (ATP)

Remote Browser Isolation (RBI)

Remote Browser Isolation renders website content in virtual browsers sealed in cloud-based containers.

This enables administrators to quickly and easily investigate any suspicious URL - in a real time, isolated sandbox.

RBI is fully integrated within VIPRE Email Analytics and a log is created of all events.

“== When investigating suspicious links, the remote browser can be accessed

I: ? in the following ways:

TIME ¥ LINK CLICKER SENDER URL REASON STATUS
2023-07-07 11:25:25 https://mail.google.com Spam: Content A Warned
eap s . . . . . . . [Z] spam: content Allow N
Within Link Click Analysis (Analytics > Link Click Analysis) Gy :
URL https://mail.google.com| Launch Remote Browser [£ |virusTotal & Report as False Positive
R B . . ) . . Domain mail.google.com
Scenario: You're already working in the Link Click Analysis dashboard . ®  User QATEST User IP:
) ) . . . ) User Agent: @ Safari 17.0
to determine which email address sends your organization the highest number User Groups m = n
of malicious links. You see one URL you aren’t sure about and would like to £4 Email Details
review it without risking the safety of the computer you’re using. Sender ] = .
Received 2023-07-07 11:08:52 Subject: cs test suspect
TIME w SENDER RECIPIENT SUBJECT REASON STATUS
2023-07-12 12:37:31 qa_test_; @rt qa_test_ @t Spam test URL ® Released
. R . qa_test_automation@rtc. fusemail.com Recipients: qa_test_automation2@rtc. fusemail.com ze: 21.0 KB o
Within Threat Explorer (Analytics > Threat Explorer) s M gt ot O
-------------------------- ®cccooman: rec.tusessil.con o oot che
Scenario: You're already working within the Threat Explorer tool to otk i A ity Repor
group for VIPRE Labs, qaTestGroupsS, gagroup3,
. . . . Group with large name and large number of
determine which user groups receive the most spam emails and want cascrs
ibject Spam test
to investigate one email a little closer.
2% Spam: URL

URL http: lub/2HD7U 76d3366a2¢Sef_dUzK39/y7eD145.htmi | Launch Remote Browser (2 VirusTotal (2
Detected by Spam Scanner

Email Security Cloud Tools

Scenario: You have a list of URLs that you obtained outside of
VIPRE Email Security Cloud and would like to review them in :

the safe environment of a remote browser.

To experience Remote Browser Isolation, use this RBI tool on any URL. Paste the desired URL Into the text box below and hit enter

t/ VIPRE
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VIPRE Email Security Advanced Threat Protection (ATP)

Suspicious Attachment (VIPRE ThreatAnalyzer Sandbox)

Any attachments extracted from the original email can be analyzed via integration to another VIPRE service, ThreatAnalyzer.

VIPRE ThreatAnalyzer enables you to perform a deep analysis of any discovered files/URLs safely in a ‘Sandbox’ — a virtual machine in

the cloud — and tells you if they are malicious or not.

@ Investigate potential threats and understand their attack patterns.
@ Gain deep insight into any attack: every file or key touched by the attack, every process started, every network connection made, and
understand exactly what the attack is trying to do.

@ All threat data is checked against a vast database of known threats embodied in our VIPRE ThreatIQ intelligence service.

ThreatAnalyzer records lots of activity triggered
leaving multiple layers of data for analysis:

» Processes launched

« Files created / accessed / changed / deleted.
Copies of each file saved

» Registry keys created / accessed / changed / deleted

» Network data transferred in / out

» Mutexes, Named Pipes, etc...
» DNS lookups, IP addresses contacted, etc...

» Reverted to clean state after each sandbox
run i.e. disposed of

« All files containing images undergo scanning
for QR codes, which are then converted into URLs
and inspected for potential malicious activity

Executables, PDF Documents,
Office Documents, Powershell Scripts, etc...

09 TI VIPRE
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VIPRE Email Security Advanced Threat Protection (ATP)

Suspicious Attachment (VIPRE ThreatAnalyzer Sandbox)

VIPRE ThreatAnalyzer also has an inline QR code detection engine.

This feature enables deeper analysis by scanning and parsing QR codes found in attached PDFs, Word documents, and images within messages.

e ELuE http://www.

¥

UUUUUUUUUUUUU



VIPRE Threat Explorer enables administrators to investigate suspicious attachments.

All sandbox blocks and warnings are presented in the Threat Explorer area of the admin portal.

From here it’s possible to see patterns, including targeted recipients, common file types and senders.

Threat Trend

Shows emails received by your organization Threat Explorer

that potentially contain threats

Engines
Number of threats caught by our
various Threat Detection Engines

................................................................................... £ TOP ATTACK VECTORS & TOP RECIPIENTS

® 025 g est inboundesysdevtestfusemalcom 6286 Dev
) 6286 TestGrou

22t TOP USER GROUPS

Top Attack Vectors

Top 5 types of attack sent via email

Top Recipients
Top 5 user email adresses in your organization that
received suspicious or known malicious messages

11

VIPRE Email Security Advanced Threat Protection (ATP)

Categories

Different categories of threat

From Sep2,202310:52 to Oct2,202310:52

Top Senders
Top 5 email address that send suspicious or

known malicious messages to your organization

testautomation.clec...

Top User Groups
Top 5 user groups in your organization that received
suspicious or known malicious messages

\/ VIPRE
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VIPRE Email Security Advanced Threat Protection (ATP)

VIPRE Threat Explorer (Example)

VIPRE Threat Explorer enables administrators to quickly drill down and investigate threats - details of the email and the reason for the block can be quickly retrieved.

VIPRE Threat Explorer presents all the relevant data to the administrator including the specific behaviors that have led to the suspicious classification.

At the end of the investigation, the administrator can Report, Release, Allow or Deny the attachment from the same dialogue.

Drill down into

Click on Executable files from Clickon a Review details on the file Review
Threat Explorer. he i ] specific email. that was stopped. actions.
the interactive chart.
DASHBOARD - | snoes R\
11:3.. gowpdjgpowd).
MESSAGE LOGS Th reat
ANALYTICS SEP2 SEP 4 SEP 6 SEP 8 SEP 10 SEP 12 Tanen i
Search Mess T o " Do Tekop 2Uplate Suspect: Attach... M Blocked
B - - © 00000000000000000000000000000000000 0 est Email created for verification sseccscscccscccccccccse
Link Click Analysis S * ¥ TOP ATTACK VECTORS : T ———————— B 55k Do :
. H . o N ow v .
Threat Explorer . : + SANDBOX Test Email created for verification ; |§: Suspect Attachment: O, essage ID: l‘uVIAT-OﬂﬂSMu- : Sk .
. 3 ceccccccccsccssceccsccsscsscessssse o e OTa e rests Mulbke Thicad: ® . < H
_ : V o : _ e s el il : :
Policy Explorer e 40.62% DOC b SANDBOX Test Email created for verification b i ¢ Seah For Monitoring ooty . Release B
. b4 y « Tools Detecti . . .
T 39.92% 7P : BT stestsisasbrecarabsiiasa " Looingror rocmen . = :
. q . ey . . 94 VirusTotal (4 . . eport M
Reports o 19.46% BEXE : SANDBOX Test Email created for verification Seneas st O e censsovasenssccnas o : P :
ALLOW & DENY s SANDBOX Test Email created for verification tih. QaOUDOUNGEE. gatestinboun.. | SAWDRGK.TestEmall reated forvercation
e eacpota i s oo e OO TSRS et o e v e
POLICIES Export FRRTRER et Email created for veritication 1015 quoutboundes.. qatestinboun.. (SWDACK) Tt Emll cratedfor velicaton
09:3..  QOWPjOPOWG]..  Ga_testinboun..  SANDEOX Test Email created for verification = Looking For Regmon
SERVICE SETTINGS SEP 2 SEP4 Found 6,286 matches - o . S « Checks For Specific Debugger
3. qaoutbound@g... ga_test_inboun.. SANDBOX Test Email created for verification
--....... N & DARN i/

12 TI VIPRE
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Email Remediation

VIPRE Email Security Advanced Threat Protection (ATP)

VIPRE ATP Email Remediation enables administrators to remove a malicious or suspicious email from a user’s inbox even after it has been delivered.

Administrators can search for, locate and remove email from a users inbox, or from the inboxes of multiple users.

This is achieved through a simple integration with Microsoft 365, and the following workflow:

In an end user mailbox,
see email that needs to be
remediated.

-

) Focused  Other = Filter

O Ava@stevoz.co.uk
control new mission - 94 12:02

figure remember body approach wri...
Ava@stevoz.co.uk
offer lose sure - 93 12:02
understand drop pressure dark ask e...

A

Alexander@stevoz.co.uk
ask system prove - 89 12:02
describe consumer through first key ...

Olivia@stevoz.co.uk
detail call size - 92 12:02
travel from seat main writer during t

~

Search for and locate the
email that needs to be
remediated.

eee eseeoseccccs

HEvipre-se.c ... control new mission - 9 Yre

Click remediate on the
selected email.

/" Message Logs

Logs | &
Chafrsh | @FReplay v © uikRoplay | & Remediate | fyeliof
Faund 1 match
| oare | FROM 10
[ —
v 12:01:53 Q100018acc00bIad-6ddeded! ... sales-enginesr@vipre-se.c

secccscs
. .

© heplay  ® dybemeditew ®  fpillon = fabeny -
. .
coe

Subject -4

Fram o1 bl Gdfiededf- 577 4652-0bbd-AbIEA1 2008 24-00
2.ama: am

Status

Filter an

~

J

The email in question is no

-l

Help

2624

\

w8 0Ov¢ BBy &

longer in the users inbox.

~

S eehesnanscnosseennrocecetccennsnas

O Ava@stevoz.co.uk
control new mission - 94 12:02
figure remember body approach wri...

Ava@stevoz.co.uk

A offer lose sure - 93 12:02
understand drop pressure dark ask e...
A Alexander@stevoz.co.uk

ask system prove - 89 12:02
describe consumer through first key ...

I . J

v

«  ~ v Pau
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Advanced Policies

VIPRE Email Security Advanced Threat Protection (ATP)

Advanced policies are an extremely flexible, preventative tool, enabling administrators to customize almost every aspect of the VIPRE ATP service to the organization’s

requirements. These policies augment your email security, preventing known scenarios and can be tailored to your organization’s business policies. Examples include:

’ POLICY NAME

Attachment Sandboxing
- Confidential Data Policy
+ Executable File Policy

+ Credit Card Policy

Create and customize your
template, including the content
of the email notification.

Templates

14

Create a ‘Match Any’ rule, for
both the body of the email and
the attachment content.

Confidential Data Policy — Quarantining outbound emails containing confidential

project data such as project names, financial documents, etc.

Executable File Policy — Quarantine any inbound or outbound email with .exe file(s) attached.

Credit Card Policy — Quarantining any inbound or outbound email that contains

credit card information.

Lreate roicy

iZ SETTINGS

Add a new action ...

Incomin g Messages

Set rules for
quarantining.

f Match any of the rules specified below \
| Body s contains credit card
I or Attachment Content * contains credit card
iS ACTIONS

Add a new action ...

..................................
.

.

Quarantine Message [STOP] = .

.

.
..................................

Create a notification for
when the rule triggers.

ﬂ Attachment Content

i ACTIONS

.
* Add a new action ...
.

N
o Notify using Template

s contains credit card

Quarantine Message [STOP]

o
* Notify only

every 24 hul
.

T/ VIPRE
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Once you have defined your organization’s policies, Policy Explorer provides the visibility across all

blocked emails sent or recieved by users within your organization.

Threat Trend

Shows the threats for a given time frame

'{I VIPRE

EMAIL SECURITY

T Policy Explorer
Top POliCieS = CUSTOMERS

'OLICIES
Top 5 policies blocking the messages

“& TooLs P ocri

T Py 1) ﬁmﬂhm

REPORTING

© TOP POLICIES @
=5 BILLING

4528 quarantine dkim failure
4383 quarantine dmarc failure - nls
3742 quarantine spf failure - hard

Top Recipients 3574

exemployee block list

TOp 5 recipients in your Organization that receive 3292 spf enforcement - from aurum ...

blocked messages
Export

ocT3

& TOP RECIPIENTS

784
621
450
386
230

% TOP CUSTOMERS

e

18867
8310
7269
6443

ocTs

ocTé

15

VIPRE Email Security Advanced Threat Protection (ATP)

Directions

Number of incoming/outgoing blocked messages

Search and Switch . . -

® 5
2 DIRECTIONS B

e i Reasons
‘ . Inbound The reason for the block
di.d -
[ - Outbound

Top Senders

£ TOP SENDERS
Top 5 senders who send messages that are

142
784
620
339

blocked by your organization

Top User Groups
Top 5 user groups in your organization that
vt received or sent blocked messages

?/ VIPRE
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Using Policy Explorer to Locate Policy Triggers

VIPRE Email Security Advanced Threat Protection (ATP)

Using the previous credit card example, the administrator can find instances of the policy triggering within the Policy Explorer dashboard:

Drill down from any of the data
points (widgets) or to a point in
time on the histogram.

Policy Explorer

© Geard W98 (0950080 ©07RI 90505 4B @iecoRIeydine SRR SWpe 0000000000000 000 0

THREAT TREND

cececiVecccelbocccedViocceeldoccscellosccedVicocee¥Fone

0 ToP POLICIES & TOP RECIPIENTS 424709 USER GROUPS

1 crecit card policy 1 pogg

No data o display

View detailed information on
the reason for the block.

© TOP POLICIES & TOP RECIPIENTS & TO!

1 creditcard policy 1 jack@gamseynet.co.uk

Export

Found 1 match

TIME v | SENDER I RECIPIENT SUBJECT

2023-08-23 09:52:40 jack.garnsey@vipre... jack@garnseynetcc... 1test

Jack. garnsey@vipre. com Recipients: jack@garnseyner|
208.70.129.177

. United States (US) M=

Jser Name: Jack Garnsay

vipre.com

Informationuxlsx- 5 KB

©eesccscscsecccsesecscscscccscsesscscseccssesens
.

) Policy: Credit Card Policy 29
Applies to All domains
Rules If undefined message matches any of the following rules:

= Body contains credit card
= Attachment Content contains credit card

View or edit the policy
responsible for the trigger.

@dlﬂall For Qutbound Mail

Show All Details

Attachment Sandboxing
block jack_zarasey@yahoo.co.uk
Image Analyzer Test
115 audit
® credin card Poticy

® Applies to All demains
ALL

If incoming message matches Any of the following rules:
Body contains credic card

.
.
.
.
.
.
.
.
.
.
o Perform the following ac
.

.

.

Inbound Phishing Protection

| PoLICY NAME APPLIES TO

~

All damains

All domains

v
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VIPRE Email Security Advanced Threat Protection (ATP)

Continuity

The VIPRE ATP portal also provides user level access to business continuity tools.

If email services are disrupted, users have access to a rolling 90 days of their personal email traffic and can use the Continuity Portal as a webmail
service to send and receive emails. As VIPRE receives external emails ahead of customer’s core email services / email servers, if these services are

disrupted, VIPRE provides the continuity.

4590, Endusers loginto webmail to view 90 days Compose, reply, forward, etc.,
it M of email and manage their settings. G 6 g as with any webmail client.

PIPRE
A—— & Home/ Cortimty

E Reply Message : Re: VIPRE Essentials - UK Onboarding Demo Reminder to complete online training
MESSAGES

Continuity

Quanne

Sheren | HGompoa w5 vy : Oty | Ospr | [Jawnes mox 2 (5o a

[ e | o D aumer =

9:30:00 i HEW: Polo Calours BT

WYFILES

QUARANTINE REPORTS

nueRns

20230922 189055 k. gamserevpre.com Kogumeyietcouk et we
ke e e * Subject

20720822 112025

Attachments
20230822 06111556 bouncer Ockbe ta$f0d jack .. jackagarmnseynet couk VEPRE Essentials - UK Onboarding Bermo Reminder to complete orline traring niE

17 TI VIPRE
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Why Choose VIPRE ATP?

VIPRE Email Security Advanced Threat Protection (ATP)

Powerful, multi-layered protection for your
organization’s most vulnerable attack vector - email

Comprehensive visibility into email threats

Intuitive portal presents high value security
information enabling you to swiftly drill down and

Interactive tools to empower, educate, and enable
your users

Technology designed to neutralize zero-day attacks

Easy deployment with intuitive management
interface

take action
v/ Seamless integration with Microsoft 365
v/ Next-generation sandboxing of email attachments
and URLs v/ Technical support always on-hand for advice
and assistance

DACH Sales Nordics Sales
dach.sales@vipre.com

+49 30 2295 7786

North America UK and other regions
nordic.sales@vipre.com

+45 7025 2223

V/ VIPRE

SECURITY GROUP

sales@vipre.com
+1 855 885 5566

uksales@vipre.com
+44 (0)800 093 2580

VIPRE_2023_QL_ATP_UK_1004 | ©2023 VIPRE Security Group. All rights reserved. VIPRE is a registered trademark of Ziff Davis, Inc. Microsoft and Windows are registered trademarks of Microsoft Corporation.
Apple and macOS are registered trademarks of Apple Computer, Inc. Other product names used in this publication are for identification purposes only and may be trademarks of their respective companies.
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Insights

Email is one of the most common forms of
communication today, and this is particularly
true for business purposes.

A recent study projects that there will be 4.73 billion email users
worldwide by 2026. This is due in large part to the fact that a
good portion of the workforce relies on email for the majority of
their work communications, especially remote and hybrid
workers. Email is also a significant medium for communicating
with current and prospective customers, used for advertising
and conveying important information. As email continues to rise
steadily in popularity, cybercriminals are developing and

advancing tactics to take advantage of email users.

4.7 BILLION email users

worldwide by 2026
Evolving Email Threats

While bad actors are constantly looking for new and

innovative ways to launch their attacks, they also often

fall back on tried-and-true methods.

Phishing is one of the oldest and most reliable tricks in the
cybercriminal handbook: one estimate states that more than
90% of successful cyberattacks begin with phishing emails.
There is a broad range of potential consequences of falling

for a phishing email, and attackers use phishing as a gateway

4%

of data breaches in 2022 involved
the human element.

into an organization.
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1. Deceptive links—Bad actors use social
engineering and deceptive tactics to lure
users into clicking a link that directs the target
to whatever page the attacker wants.

One common example is a spoofed login page

where attackers harvest login credentials.

2. Identity deception—Attackers disguise
themselves as a legitimate organization or
individual in order to trick their targets into action.
Business email compromise (BEC) is a prominent

example of this type of threat.

Phishing opens the door for cybercriminals to launch all
manner of attacks. They can use phishing to obtain access
to an organization’s systems without exploits or hacking, by
simply deceiving users into providing them authorized login
credentials. They can also use attachments in combination
with social engineering in order to infiltrate a company with
malware, including ransomware. Malicious attachments
have lately been growing in proportion when compared

with malicious deceptive links used by bad actors.

Artificial intelligence (AI) is a tool that cybercriminals have
adopted into their arsenal, using it to optimize their attacks
for success. It can be used to make the tone and diction

of phishing emails sound more natural, even imitating the
writing style of certain individuals, thus eliminating many
of the “red flags” that individuals are taught to look out

for. Al can also automate the process of sending phishing

emails, saving cybercriminals time and effort.
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How to Protect Your Inbox

There are many measures that organizations and
individuals can take in order to protect against email
threats. These tactics represent a variety of angles from
which to approach email threats, accounting for gaps in
security with technology, policy, and user awareness
altogether. It is important to layer these strategies to
create a robust strategy for preventing email threats.
VIPRE Security Group suggests some comprehensive
strategies for defending your inbox against phishing

and other types of threats.

According to Verizon’s Data Breach Investigations Report,

74% of data breaches in 2022 involved the human

element. Successful phishing attacks are particularly likely
to be the result of human error. This is why employee training
and awareness is a vital part of any security strategy.

Users should be educated on how to identify and respond to
threats such as phishing emails, thus decreasing the chance

that an employee will be fooled by a phishing attack.

Besides security training, there are technological solutions
that organizations can implement in order to defend against

email threats. Automated features such as advanced email

There are many measures that
organizations and individuals can

take in order to protect against
email threats.

filtering and scanning, email authentication protocols, URL
inspection and link isolation, attachment analysis, and
continual monitoring are all crucial tools in an email
defense strategy. These steps can be achieved with
properly implemented and configured software tools, often
with multiple features combined into one solution, such as
VIPRE’s Advanced Threat Protection.

With the above solutions in place, the chances of an attack
or a mistake occurring are lower, but not zero. This is why
it is necessary to employ email encryption and email
remediation. Encryption is a way to ensure that
cybercriminals do not have access to sensitive data,

even if an email does fall into the wrong hands. Email
remediation is a mechanism that can retract suspicious

emails that manage to get around security measures.

Phishing is a major danger, and cybercriminals have recently adapted their tactics to use Al to their

advantage, making their attacks even more insidious. Implementing a robust and layered email security

strategy requires a number of different measures and policies, from employee security training to software

solutions.

For a more in-depth view of the most pressing current email threats and how to protect against them,

you can download the full whitepaper here.

SOLUTION BRIEF | VIPRE ATP



e —

— North America UK and other regions ~ DACH Sales Nordics Sales
\/ V'PRE sales@vipre.com uksales@vipre.com dach.sales@vipre.com nordic.sales@vipre.com
SECURITY GROUF 4118558855566  +44 (0)800 0932580  +49 30 2295 7786 +45 7025 2223

VIPRE_2023_DS_ATP_1115_US | ©2023 VIPRE Security Group. All rights reserved. VIPRE is a registered trademark of Ziff Davis, Inc.
Other product names used in this publication are for identification purposes only and may be trademarks of their respective companies.



	Structure Bookmarks

