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VIPRE Security Group: Proven
Solutions for Cyber Insurance

Take advantage of 25+ years of cyber expertise

A zero-trust approach for businesses is required for obtaining H ;
cyber insurance; however, specifics about what’s required by 01’
each insurance carrier are not always crystal clear. Underwriting
requirements vary by client size, type, geography and market
segmentation, but what is consistent across most cyber
insurers is the requirement for businesses to have a solid set

of security measures in place.

At VIPRE Security Group, we understand the need for
proven, reliable cybersecurity technology - especially for
small to medium-sized businesses. For more than 25 .
years, we've been a leading provider of cybersecurity

solutions for SMBs around the globe. Smart, reliable

technology that’s simple enough for businesses without large .

IT teams to use is the hallmark of what VIPRE delivers.
Our solutions that help businesses and partners meet cyber insurance requirements include:

e VIPRE Endpoint Detection & Response (EDR)
e VIPRE Email Advanced Threat Protection

e VIPRE SafeSend

e  VIPRE Security Awareness Training (SAT)

VIPRE Endpoint Detection & Response

VIPRE Endpoint Detection & Response (EDR) delivers a double helix of protection with an expanded
Endpoint Protection Platform (EPP) featuring Next-Generation Antivirus (NGAV) with Detection &
Response included. Along with our award-winning endpoint cloud protection, VIPRE EDR features a
correlated behavior engine, endpoint isolation, threat visualization, root cause analysis, remote shell,
and built-in incident management. VIPRE EDR’s responsive UI allows all functions to be accessed and
used to troubleshoot incidents via a desktop or, conveniently, from any mobile device for the ultimate in

security and accessibility.

The foundation of VIPRE EDR is built upon proven BitDefender technology and industry testing has

shown that it performs equally as well as BitDefender - and even better than many other EDR solutions.
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VIPRE Email Advanced Threat Protection

Comprehensive email security is an added layer of security that can help block most threats before they penetrate an organization.
VIPRE Email Advanced Threat Protection (ATP) delivers next-level email security protection with built-in Attachment Sandboxing for
zero-day protection from malicious attachments, and Link Isolation where malicious URL detection runs in an isolated browser off-
network. Throw in convenience features like anti-spam/anti-phishing, advanced routing and email handling policies, and continuity
protection, plus optional add-ons such as unlimited Archiving and email Encryption, and you have an email solution that saves time

and reduces risk.

VIPRE SafeSend

VIPRE SafeSend is a convenient Microsoft 365 add-in that solves the problem of misaddressed emails and prevents data
leakage. With SafeSend, users are prompted to confirm external recipients and attachments in outgoing emails before a
message is sent. Additionally, you can scan email content and attachments for personally identifiable information (PII). Build
your own Data Loss Awareness (DLA) rules to define which data is sensitive and deploy using Windows Group Policy, even

specifying levels of engagement on a per-group basis for maximum flexibility.

VIPRE Security Awareness Training

Reduce human error in your employees with VIPRE Security Awareness Training (SAT). Powered by Inspired eLearning™, VIPRE
SAT delivers the most award-winning, engaging educational content available in the market. Our computer-based information
security training for employees includes simulated phishing campaigns as well as other forms of microlearning to increase
learner retention. Engaging, informative, and provably effective, our enterprise quality training content helps drive measurable,

sustainable culture change.

Learn more about VIPRE

When it comes to meeting cyber insurance requirements, we know that you have a list of vendors that meet your organization’s
stringent requirements. We invite you to reach out to VIPRE if you have questions about the solutions we offer. Our solution
experts are happy to demonstrate the power of our VIPRE products and to show you why we are the right choice for SMBs

seeking to meet cyber insurance requirements.

Why Choose VIPRE?

VIPRE Security Group puts more than twenty years of advanced security intelligence, cutting-edge machine learning, real-time
behavioural analysis, and a comprehensive threat intelligence network to work defending against known and unknown attacks. Our
comprehensive approach to email security is suitable for all security professionals providing what you need when you need it. Build
a layered defence against today’s most prevalent malware threats. Secure your endpoints, email, network, and user from emerging
threats like viruses, Trojans, rootkits, exploits, spyware, malicious websites, phishing attacks and more. www.VIPRE.com
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